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thinking the unthinkable

ATP-45/AEP-45 Software Library

Bruhn NewTech has developed a range of
calculations, dialogues and validations related to
CBRN risk management for the NBC-ANALYSIS
product and its derivatives BRACIS and JWARN.
These capabilities are in accordance with the NATO
standards ATP-45 and AEP-45. This fact sheet
describes these capabilities that are available as
an ATP-45 Software Library for use within other
applications, such as national C4l Systems.

ATP-45/AEP-45

ATP-45 (Allied Tactical Publication 45) describes
the procedures to be used for Warning and
Reporting of CBRN Hazards within NATO.

ATP-45 is covered by the NATO standard
agreement, STANAG 2103. ATP-45 describes
manual hazard prediction procedures and
message formatting. The standard mandates
that automated systems should be designed in
accordance with the more detailed descriptions
of the AEP-45 (Allied Engineering Publication 45).
The AEP-45 is covered by STANAG 2497.

Currently, the latest versions of the standards
are ATP-45 (B), Change 1 and AEP-45, Change 1.
Ratiycation of ATP-45 (B), Change 2 and AEP-45,
Change 2 is expected in 2005.

Reports

The calculations described in AEP-45 combine
the information present in certain types of NBC
messages to form more advanced NBC messages
containing the processed information. The report
types are:

NBC 1: Observeris report. This report describes a
single observation of an attack or release.

NBC 2: Incident report. This report describes
the attack or release based on all available
observations.

NBC 3: Warning area report. This report describes
the predicted warning area based on the incident
and relevant meteorological information.

NBC 4: Detection, monitoring or survey report.
This report provides a CBRN hazard description
that has been detected at a given location either
manually or by remote sensing equipment.

NBC 5: Area contamination report.
This report describes the area where surface
contamination has been identiyed.

NBC 6: Detailed event information report.

This report describes the consequences of the
incident in textual format, and can be used as a
free text NBC message report.

NBC BWR: NBC Basic Wind Report.

This report describes the average forecast or
actual meteorological conditions up to a height
of 30 km for a given area, enabling predictions
of airborne hazards at higher altitudes, such as
nuclear fallout.

NBC EDR: NBC Effective Downwind Report.

This report describes the meteorological conditions
at higher altitudes in a simpliyed format suited for
manual prediction of nuclear fallout.

NBC CDR: NBC Chemical Downwind Report.

This report describes the average forecasted or
actual weather conditions at 10 metres height in a
given area to allow predictions of the hazard from
chemical, biological or radiological (non-fallout)
releases.

The current version of ATP-45 does not provide
algorithms for all possible types of reports. Some
calculations remain to be issued later.
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Calculations

The NBC-ANALYSIS calculations that are available
in the ATP-45 Software Library are:

Calculation of NBC 2 reports based on NBC 1

reports: These calculations determine the most
likely incident details and location based on the
data fusion algorithms described in the AEP-45:

- NUC: AEP-45 Annex D, Appendix 5.
- BIO: AEP-45 Annex D, Appendix 12.
- CHEM: AEP-45 Annex D, Appendix 6.

Calculation of NBC 3 reports based on NBC
2 reports and BWR/CDR: These calculations
determine the warning area based on the AEP-45:

- NUC: AEP-45 Annex D, Appendix 13.
- BIO: AEP-45 Annex D, Appendix 12.
- CHEM: AEP-45 Annex D, Appendix 14.
- ROTA: AEP-45 Annex D, Appendix 20.

Calculation of NBC 5 reports based on NBC

4 reports: These calculations determine the
actual area of physical contamination from

measurements based on the AEP-45:

- NUC: AEP-45 Annex D, Appendix 17.
- CHEM: AEP-45 Annex D, Appendix 18.

Calculation of Dose and Dose Rate based on NBC 4
reports: These calculations determine the various
effects of radiation over time from measurements
based on the AEP-45 Annex D, Appendix D19.
Calculation of consequences of crossing fallout
areas (route planning) is also included.

Calculation of Units at Risk based on NBC 3
Reports: These calculations determine which
locations are likely to be at risk as they are
located inside the Warning Areas described in the
NBC 3 reports.

Calculation of Damage Assessment based on NBC
2 NUC Reports: These calculations determine

the predicted damage to facilities, equipment

or personnel from a nuclear detonation. The
calculation methodology is based on AXP-6 (Allied
Exercise Publication 6), but the exercise values
can be replaced by operational values.

Additional calculations can be made available for
exercise purposes: These calculations are used
to produce exercise input and do not provide
operational capability directly:

Calculation of NBC 1 reports based on NBC 2
reports and unit locations. These calculations
produce the observations that would result from
an incident based on the exercise algorithms
described in the AEP-45:

- NUC: AEP-45 Annex D, Appendix 29.

- CHEM: To be issued as part of AEP-45 Annex
D, Appendix 29. Currently available as reverse
application of AEP-45 Annex D, Appendix 6.

Calculation of NBC 4 reports based on NBC 5
reports and unit locations. These calculations
produce the detection, monitoring and survey
results that would result from a contaminated
area based on the exercise algorithms described
in the AEP-45:

- NUC: AEP-45 Annex D, Appendix 29.

- CHEM: To be issued as part of AEP-45 Annex
D, Appendix 29. Currently available as reverse
application of AEP-45 Annex D, Appendix 6.

Calculation of hypothetical NBC 5 reports based
on NBC 2 and BWR reports, for use in creating
exercise icontaminated areasi. These calculations
determine a theoretical contamination area from
the incident details and weather information
based on the AEP-45:

- NUC: AEP-45 Annex D, Appendix 29.



Dialogues and Validations

Another aspect of the ATP-45 procedures used
by NBC-ANALYSIS are the dialogues boxes and
protocols used for entering NBC Reports and the
validation rules that are used to verify that the
content of the reports are in accordance with
ADatP-3 (STANAG 5500) and ATP-45.

The dialogues boxes are designed speciycally

for the NBC Operator. In contrast to the

message entry often used by message handling
applications, the Bruhn NewTech user interface is
based on the simplicity required by non-message
handling specialists, through the use of pick lists
and fast menus.

In addition to the basic ADatP-3 message rules,
the validations required by ATP-45 check all
operator data entries to make sure the NBC
speciyc information is plausible.

Both dialogues and validation procedures are
available as part of the ATP-45 Software Library.

Choice of Interface

Currently the calculation engine in NBC-ANALYSIS
are interfaced using the internal component-based
architecture of Bruhn NewTech.

Previously, the calculations have been made
available wrapped in APlis as required by
requesting projects. A number of interface
technologies have been used for such projects
at the choice of the technology used in the C4l
system architecture.

Bruhn NewTech recommend the best way ahead
using the ATP-45 Software Library is to perform
an analysis of the speciyc project requirements
to the interface and then decide the technology
to be used. Factors that determine the choice of
interface technology include:

A Calculation engine access the NBC report
database

A Requirement for partial calculations to be
performed as opposed to only full-scenario
updates

A Required operator input during the calculations
and the required interaction with the User
Interface

A Methods for handling calculation parameters

A Platforms and programming languages to be
supported

A Deployment of the system

Preferred interface technologies include:
A COM

A CORBA

A CORBA CM

A XML

A SOAP
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Software update and maintenance

CBRN hazard prediction methodology is currently
undergoing dramatic development.

The threat has changed fundamentally since the
Cold War, and today toxic industrial materials play
a much more signiycant role compared to the
large-scale military attack. This requires a broader
library of agents and hazard distances, aside from
those calculated from military delivery means.

Duty of care and long-term health hazards require
procedures today that consider much lower levels
of concentration than before, and log all incidents
together with any personnel involved.

Technology has moved forward and can provide
almost real time information on meteorological
conditions and detections resulting from
integrated sensor networks.

As a result of this development, the NATO
standards for NBC Command Information Systems
(CIS) and Warning and Reporting have been
continually changing over the last decade.

ATP-45 (B) was the latest major rewrite of

the hazard prediction procedures and was
implemented in 2001. ATP-45 (B) Change 1 was
implemented in 2002 and ATP-45 (B) Change 2
implementation is planned for 2005. The next
major rewrite into ATP-45 (C) is expected in 2007.

It is a major commitment to follow these changes
and implement them in an automated Warning
and Reporting System in a competitive manner.

Bruhn NewTech has most NATO countries as
customers of its COTS NBC-ANALYSIS product.
These countries all contribute through software
update and maintenance agreements to Bruhn
NewTechis continuous work with updating the
ATP-45 calculation engine. As a result the
calculation engine can be kept updated at a

cost to the customer that is much less than any
attempt of developing the same functionality

in house. In addition, the risk involved in the
development of updates is practically removed by
relying on the specialist engineering experience of
Bruhn NewTech.

Bruhn NewTech is already committed to keep the
software up-to-date for its base of customers.



Quality Assurance (QA)

Bruhn NewTech has a long-standing track record
since 1989 for delivering operational military
products on time and on budget. This has been
ensured by attention to quality through all phases
of the product life cycle.

Bruhn NewTech work continuously on improving
the quality of products and services. The initial QA
certiycation in 1994 was in accordance with the
NATO standards AQAP-110 (1SO9001) and
AQAP-150 (software development).

This QA System covered all business processes
including the software development process.

Since 1994 the evolution of the 1ISO9001 has
overtaken the AQAP-110 and AQAP-150. The
update to AQAP-110 was released in June 2003

as AQAP-2110. The planned update of AQAP-150
(AQAP-22XX) is expected in 2005. In the meantime
1ISO9001:2000 has achieved widespread recognition
within both the civilian and military markets.

Consequently and in order to continue to improve
processes Bruhn NewTech redesigned the QA
System to meet 1SO9001:2000.

On 1st October 2003 Bruhn NewTech released its
new QA System: the NewTech Process Management
system. This system was fully compliant with
1ISO9001:2000 and was certiyed as such 15t
December 2003 by the Danish Standards
Association.

Summary

The advantages of basing the ATP-45 capability of a
NBC C41 System on the Bruhn NewTech calculation
engine are many:

A Signiycant savings compared to the engineering
effort required developing a similar capability.

A The risk associated with an in house development
project is removed.

A The track record of the Bruhn NewTech proves
to the customer that the capability will be in
accordance with the requirements of both NATO
standards and operational needs

A Future updates to the standards are secured
at limited risk with many customers sharing the
development costs.
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